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1 Installation 
The installation package of the Standalone Array Client for each operating system can be 
downloaded by the administrator from the AG WebUI. Then, the administrator distributes the 
installation package to end users for installation and use. 

1.1 Download the Installation Package 

To download Standalone Array Client for an operating system, the administrator should perform 
the following action: 

Click the Download Now action link in the VPN Software Downloads area of Access 
Methods > VPN > SSL VPN under the virtual site scope, as shown in the following figure. 

 

 
Note: 

 Windows/Linux 32-bit and 64-bit OSs have different installation packages. The 
administrator should distribute the installation packages according to end users’ OS. 

 The Standalone Array Client for Windows/MAC OS supports running in UI mode 
and command line mode while that for Linux supports running only in command line 
mode. 

 MAC OS use two different Standalone Array Clients to run in UI mode and 
command line mode respectively while Windows use one Standalone Array Client to 
run in UI mode and command line mode. 

1.2 Installation Process 

After obtaining the installation package from the administrator, the end user can install the 
Standalone Array Client by following the installation process. 

1.2.1 Install the Standalone Array Client on Windows 

This section describes the installation process of the Standalone Array Client by using 
“Standalone Array Client for Windows (32-bit)” as an example. 
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To install the Standalone Array Client on Windows, the end user should perform the following 
steps: 

1. Decompress the installation package for the Standalone Array Client 
(SSLVPNSetup_win32.zip) obtained from the administrator and double click the 
SSLVPNSetup.exe file to install the Standalone Array Client. 

2. In the Welcome to the Array SSL VPN Setup Wizard window, click the Next button to 
continue, as shown in the following figure. 

 

3. In the displayed License Agreement window, click the I Agree button to continue if you 
accept the terms of the agreement. 

 

4. Wait for the Windows to install the Standalone Array Client. By default, the Array SSL VPN 
will be installed in the path of \Program Files\Array Networks. 
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5. Click the Finish button to finish the installation. If you do not want to run the Array SSL 
VPN immediately, please clear the Run Array SSL VPN check box before clicking the 
Finish button. 
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2 How to Use the Standalone Array Client 
The administrator can use this chapter to give their end users instructions on how to use the 
Standalone Array Client. 

The ways of using the Standalone Array Client in UI mode and in command line mode are 
different. 

2.1 Use the Standalone Array Client for Windows in UI 

Mode 

This section uses the Standalone Array Client installed on Windows as an example. 

After opening the Standalone Array Client, the end user will see the following main window. 

 

The main window is consisted of two tabs: 

 Profiles: displays all profiles, VPN servers, and connection status. 

 Log: displays the connection information. 

2.1.1 Create a Profile 

The end user should create a profile for the virtual site before accessing it. The profile records the 
information about the virtual site, such as the site name and VPN server. 

To create a profile for a virtual site, the end user should do as follows: 

1. Click the Profile menu and select the Create command from the prompted menu list, as 
show in the following figure. 
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2. In the displayed Profile window, specify the parameters as required and click the OK button, 
as shown in the following figure. 

 

Parameter Meaning 
Profile Name Specifies the general description of the profile. 
VPN Server Specifies the domain name or IP address of the SSL VPN server. 
VPN Port Specifies the port number of the VPN server. 

Save username and 
password 

Specifies whether to use the saved VPN username and VPN 
password to log into the VPN server on behalf of the end user. 

 VPN username: specifies the VPN username to be saved 
and used. 

 VPN password: specifies the VPN password to be saved 
and used. 

VPN Type 
Specifies the type of the VPN. The default value is AG_VPN. If 
your server is an SPX product, you can also select SPX_L3VPN 
or SPX_L4VPN. 

Enable RSA Token 
with Automation 

Enables the Array Client to automatically obtain the token or 
password from the RSA SecurID Token Client. To use this 
check box, you also need to install the RSA SecurID Token 
client on the PC and import the token file to the RSA SecurID 
Token client. For more details, refer to Appendix I. 
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2.1.2 Configure Proxy Settings for the Profile (Optional) 

If the Array Client needs to use the outside proxy to access the VPN server, the end user needs to 
configure the proxy settings for the profile. 

To configure proxy settings for the VPN client, the end users should do as follows: 

1. Click the Proxy Setting button in the Profile window and the Proxy Setting window will be 
displayed, as shown in the following figure. 

 

2. If the proxy settings can be auto detected, select the Auto Detect Proxy radio button. 
Otherwise, select the Use Proxy radio button and complete the following steps. 

3. Specify the Proxy Host and Proxy Port parameters and set Proxy Type to Auto, Basic or 
NTLM as required. 

4. If the proxy server requires authentication, select the Use Authentication check box and 
specifies the parameters Username, Password and Domain for accessing the proxy server. 

2.1.3 Connect to the VPN Server 

To connect to the VPN server, the end user should do as follows: 

1. Under the Profiles tab in the main window, select the profile of the VPN server to be 
accessed and click the Connect button, as shown in the following figure. 
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2. Wait for the Array Client to connect to the VPN server. After the VPN server is connected, 
the Red A icon will be displayed in the Status bar, as shown in the following figure. 

 

Alternatively, the end user can connect to the VPN server by do as follows: 

1. Under the Profiles tab in the main window, select the profile of the VPN server to be 
accessed, click the VPN menu and select the Connect command, as shown in the following 
figure. 

 

2. Wait for the Array Client to connect to the VPN server. 

 
Note: 

 The end user can click the Log tab in the main window to view the VPN connection 
logs for this connection and all history VPN connection logs. 

 After the VPN server is connected, the UI of the Array Client will be hided. The end 
user can view the UI of the Array Client by right clicking the Red A icon in the status 
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bar and select the Show UI command from the prompted menu. 

2.1.4 Disconnect from the VPN Server 

To disconnect the Array Client from the connected VPN server, the end user should perform any 
of the following actions: 

 Under the Profiles tab in the main window, click the Disconnect button, as shown in the 
following figure. 

 

 Click the VPN menu and select the Disconnect command, as shown in the following figure. 

 

2.1.5 View VPN Status 

To view the information about the status and network resources of the current VPN connection, 
the end user should click the VPN menu and select the Status command from the prompted menu, 
as shown in the following figure. 
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The Status window will be displayed. The Status window is consisted of two tabs: Status and 
Network Resource. 

 

Item Meaning 

Assigned IP Address 
The IP address assigned to the Array Client by the VPN server. The 
IP address is in the Netpool authorized to the end user. 

Bytes Sent The number of bytes sent through the SSL VPN tunnel. 
Bytes Received The number of bytes received through the SSL VPN tunnel. 
Sending Data Rate The sending data rate through the SSL VPN tunnel. 
Receiving Data Rate The receiving data rate through the SSL VPN tunnel. 
Status The status of the SSL VPN tunnel. 
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Item Meaning 

DNS Server List 
The DNS servers used to resolve domain names on the SSL VPN 
tunnel. 

Search Domain List The DNS domain suffixes. 

HostMap List 
The static DNS host records configured to speed up the resolving of 
some domain names. 

Networks List 
The network resources that the end user can access through the SSL 
VPN tunnel. 

Exclude Networks List 
The network resources that the end user is not allowed to access 
through the SSL VPN tunnel. 

Application List 
The applications that the end user is allowed to use the SSL VPN 
tunnel to transmit data. 

2.1.6 Configure Options for the Array Client (Optional) 

End users proficient in network knowledge can configure advanced options for the Array Client. It 
is recommended not to set these options. To configure advanced options for the Array Client, the 
end user should click the VPN menu and select Options from the prompted menu as shown in 
following figure. 
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The Options window will be displayed. The window consists of three tabs: Global, Standalone 
and Certificates. 

 Global Configuration 

 

Parameter Meaning 

MTU 
Sets the Maximum Transmission Unit for your network 
environment. 

TCP Ack Frequency 
Sets the frequency of the data package of TCP Ack. The default 
value is 2. 

Virtual DNS Timeout Sets an interval at which the Array VPN virtual DNS times out. 
Local DNS Timeout Sets an interval at which the local DNS times out. 
Enable Local Subnet 
Access 

Enables the local subnet access. This parameter is available if the 
administrator sets for the accessing virtual site. 

Enable IPSec over SSL 
Enables the IPSec over SSL. This parameter is available if the 
administrator sets for the accessing virtual site. 

Enable TLS 1.2 Enables the TLS 1.2 protocol. 

Dispatch 

Sets the VPN tunnel option. This parameter is available when the 
Speed Tunnel is enabled. Four options are supported: 

 All Data Through TCP Tunnel: All data will be transmitted 
through the TCP tunnel. 

 TCP Data Through TCP Tunnel: Only TCP data is 
transmitted through the TCP tunnel and other data is 
transmitted through the speed tunnel. 

 TCP Data Through Speed Tunnel: TCP data is transmitted 
through the speed tunnel and other data is transmitted through 
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Parameter Meaning 
the TCP tunnel. 

 All Data Through Speed Tunnel: All data will be transmitted 
through the speed tunnel. 

Note: Speed Tunnel supported by the UDP protocol is faster than 
the TCP Tunnel. 

Log Out VPN on Windows 
Logoff 

Logs out the Array Client when the end user logs off Windows. 

Proxy Script Setting 
Selects which kind of script path works for your operating system 
and browser. Two options are supported: file:// and file:///. 

 Standalone Configuration 

 

Parameter Meaning 

Auto Login to Windows 

Auto logs in to the Windows when the Windows starts. When this 
check box is selected, the end users also need to specify the 
parameters Windows Username, Windows Password, and 
Re-Enter Password. 

Lock Screen After Auto 
Login 

Locks the screen after auto login to Windows. This check box is 
available only when the Auto Login to Windows check box is 
selected. 

Auto Start on Windows 
Start 

Starts the Array Client when the Windows starts. 

Auto Connect on Launch 
Enables the Array Client to automatically connect to the VPN server 
in the default profile when the Array Client starts up. 

Auto Reconnect VPN on Enables auto reconnection when the VPN connection is lost. 
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Parameter Meaning 
Disconnection After this check box is selected, you also need to specify parameters 

Reconnect Interval and Reconnect Attempt. If the current VPN 
connection is lost, auto reconnection will performed at the specified 
interval for the specified number of reconnection attempts. If 
Reconnect Attempt is set to 0, auto reconnection attempts are 
performed for infinite times until the connection is restored or you 
exit the client. 

Auto Reconnect on Invalid 
Session 

Enables auto reconnection when the user session becomes invalid. 
This check box is available only when the Auto Reconnect on 
Disconnection check box is selected. After this check box is 
selected, you also need to specify parameters Reconnect Interval 
and Reconnect Attempt. If the user session becomes invalid, auto 
reconnection will performed at the specified interval for the 
specified number of reconnection attempts. If Reconnect Attempt 
is set to 0, auto reconnection attempts are performed for infinite 
times until the user session becomes valid or you exit the client. 

 Certificates Configuration 

 

Parameter Meaning 

Certificate Storage 
Locations 

Sets the certificate storage locations. Three options are supported: 
Current User and Local Computer, Current User, and Local 
Computer. 

Certificate Filter 

Configures certificate filter settings. The Name parameter is used to 
configure a certificate filter based on the certificate name while the 
Provider parameter is used to configure certificate filter based on 
the provider. The Logical Relationship parameter is used to specify 
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Parameter Meaning 
the logical relationship between two certificate filters. The AND and 
OR options are supported. 

Not Show Select 
Certificate Dialog Box 

Whether to display the select certificate dialog box when the 
standalone client requires the certificate. When this check box is 
selected, the select certificate dialog box will not be displayed. 

2.1.7 Exit the Array Client 

To exit the Array Client, the end user should perform any of the following actions: 

 In the main window, click the Exit button as shown in following figure. 

 Click the VPN menu and select Exit from the prompted menu as shown in following figure. 

 

2.1.8 Manage a Profile 

After a profile has been created, the end user can perform the following actions on the profile: 

 Edit the profile 

 Delete the profile 

 Set the profile as default 

To edit/delete an existing profile or setting it as the default profile, the end user should perform 
any of the following actions: 

 Under the Profiles tab in the main window, right click the profile and select Edit Profile, 
Delete Profile or Set As Default in the prompted menu as shown in following figure. 
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 Under the Profiles tab in the main window, select the profile, click the Profile menu and 
select Edit, Delete or Set As Default from the prompted menu as shown in following figure. 

 

 
Note: 

When setting a profile as the default profile, the end user does not need to select the 
profile before performing the connect action. 

2.1.9 Import Profile(s) 

The end user can import the profile(s) to the Array Client from an .ini file. The .ini file imported 
can contain one or more profiles. Only the default profile of the .ini file will be displayed. 

To import the profile(s) to the Array Client, the end user should do as follows: 

1. Click the Profile menu and select Import Configure from the prompted menu as shown in 
following figure. 
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2. Find the .ini file in the local path and complete the import action. 

2.1.10 Export the Profile 

The end user can export the profile to an .ini file in the local path. 

To export the profile, the end user should do as follows: 

1. Under the Profiles tab in the main window, select the profile, click the Profile menu and 
select Import Configure from the prompted menu as shown in following figure. 

 

2. Specify the name of the .ini file and local path to save the file and complete the export action. 

2.1.11 Start the Logger Tool 

The Logger tool allows every operation performed by the Array Client to be recorded. Such 
information is very help for the administrator to debug Array Client failures. 

To start the Logger tool, the end user should click the Tools menu and select Logger from the 
prompted menu, as shown in the following figure. 
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2.1.12 Obtain Help 

The end user can obtain help information about the Array Client from the Help menu. 

 

 Click Help to view the online help document for using the Array Client. 

 Click About to view the version information about the Array Client. 

2.2 Use the Standalone Array Client for Windows in 

Command Line Mode 

After the Standalone Array Client for Windows has been installed, the end user can use the 
Standalone Array Client also in command line mode. 

To use the Standalone Array Client in command line mode, the end user should do as follows: 

1. Open the cmd.exe program and enter the path of Standalone.exe, for example C:\Program 
Files\Array Networks\SSL VPN Client. 
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2. Execute the command "Standalone.exe -help" to see the help information about the 
command line mode. 

 

3. Use the Standalone Array Client in command line mode according to the prompted window. 
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3 Standalone Array Client Customization 
The administrator can customize the Standalone Array Client for Windows by modifying two files: 
the OEM.ini file and the Profiles.ini file. 

3.1 OEM.ini Customization 

OEM.ini file is stored in the installation package. After downloading and unzipping the package, 
the administrators can easily modify the OEM.ini file. After customization, the administrator 
needs to zip the package again with the modified OEM.ini file and then provide the updated 
package to end users. 

An OEM.ini file contains two predefined sections: [Startup] and [Settings]. 

In the [Startup] section, the administrator can customize the following contents: 

 CompanyName: specifies the company name. 

 ApplicationName: specifies the (VPN Client) application name. 

 CompanyURL: specifies the URL of the company’s website. 

 ValidCode: specifies the Valid Code used for Valid Code authentication. 

 
Note: The Valid Code set in the OEM.ini must be same as that configured for the 
connecting virtual site on the AG. Otherwise, the VPN client is regarded as invalid by AG 
and the connection to the VPN server will be rejected. 

In the [Settings] section, the administrator can customize the following contents: 

 IconOnStartMenu: controls whether the VPN client icon is displayed on the start menu. 

 IconOnDesktop: controls whether the icon of the VPN client is displayed on the desktop 
tray. 

 ChangePasswordURL: specifies the URL of the change password page. 

 SecondaryProfileNameForReconnect: specifies the hostname or IP address of the 
secondary virtual site to reconnect if the reconnection to the primary virtual site defined in 
the Profiles.ini file has failed for three times. 

For detailed configuration description, please refer to the OEM_Help.pdf in the installation 
package. 
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3.2 Profiles.ini Customization 

Profiles.ini is a configuration file containing one or more profiles with one profile as the default 
one. Usually, the administrator delivers Profiles.ini to the end users with login credentials. After 
the end users imported the Profiles.ini, users then can connect to VPN server in the default profile 
if required. 

Array provides a template named profiles_templet.ini in the installation package, with which the 
administrators can easily create different Profiles.ini files for different end users. 

For detailed configuration description, please refer to the section “How to Customize the 
profiles.ini File” of OEM_Help.pdf in the installation package. 
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4 Limitations 
For the shared virtual site, the end user need to contain the alias name in the VPN Server text box 
when creating a profile, for example “www.example_test.com/alias1”. 

The Standalone Array Client does not support the HTTPS (https://) protocol in the URL. 
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Appendix I Integrate with RSA Token 

Automation 
This appendix mainly introduces how to integrate the Standalone Array Client with the RSA 
SecurID software token. Only the Standalone Array Client for Windows supports this function. 

With this function, when the end users try to establish the VPN connection via the Standalone 
Array Client, they only need to enter the PIN code instead of the token code or password. The 
Standalone Array Client will obtain the token code or password from the RSA SecurID Token 
Client. To achieve this goal, the end user needs to install the RSA SecurID Token Client on the PC 
and import the token file to the RSA SecurID Token Client. 

I.1 Install RSA SecurID Token Client 
The end user can download the installation package of the client the official Website of RSA or 
obtain the installation package from Array Networks’s FTP server: 

 ftp://lake.arraynetworks.com.cn/R&DPublic/dev4public/AG_Standalone_with_RSA_SecurI
D_Token/RSASecurIDToken411.zip (for 32-bit Windows) 

 ftp://lake.arraynetworks.com.cn/R&DPublic/dev4public/AG_Standalone_with_RSA_SecurI
D_Token/RSASecurIDToken412.zip (for 64-bit Windows) 

After obtaining the installation package: 

 Run “RSASecurIDTokenAuto411.msi” to install the RSA SecurID Token Client on 32-bit 
Windows OS. 

 Run “RSASecurIDTokenAuto412x64.msi” to install the RSA SecurID Token Client on 
64-bit Windows OS. 

I.2 Import the Token File to RSA SecurID Token 

Client 
To import the token file to the RSA SecurID Token Client, the end user should do as follows: 

1. Obtain the token file from the administrator. 

2. In the Import Token window, click the Import from File action link, as shown in the 
following figure. 

ftp://lake.arraynetworks.com.cn/R&DPublic/dev4public/AG_Standalone_with_RSA_SecurID_Token/RSASecurIDToken411.zip�
ftp://lake.arraynetworks.com.cn/R&DPublic/dev4public/AG_Standalone_with_RSA_SecurID_Token/RSASecurIDToken411.zip�
ftp://lake.arraynetworks.com.cn/R&DPublic/dev4public/AG_Standalone_with_RSA_SecurID_Token/RSASecurIDToken412.zip�
ftp://lake.arraynetworks.com.cn/R&DPublic/dev4public/AG_Standalone_with_RSA_SecurID_Token/RSASecurIDToken412.zip�
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3. Specify the path of the token file and click the OK button, as shown in the following figure. 

 

After the token file is imported, the token file name will be the only name displayed on UI of the 
RSA SecurID Token Client, as shown in the following figure. 

 

If more than one token file is imported, all the token files can be seen on the UI, as shown in the 
following figure. 
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After the token files are imported, you can exit the RSA SecurID Token Client. The Standalone 
Array Client can obtain the token code or passcode even when the RSA SecurID Token Client is 
not running. 

I.3 Enable RSA Token with Automation 
When creating the profile for the virtual site on the Standalone Array Client, select the Enable 
RSA Token with Automation check box, specify other parameters and click the OK button, as 
shown in the following figure. 

 

 
Note: This check box can be selected only when the virtual site uses RSA authentication. 

The administrator can customize the Standalone Array Client to make this check box selected by 
default by modifying the OEM.ini file as follows before delivering the installation package to end 
users: 

RSATokenAutomation=1 (value: 1-enable, 0-disable) 

In this case, if the authentication method the virtual site uses is not RSA, such as LocalDB, the 
end user needs to clear this check box during authentication and enter the correct username and 
password, as shown in the following figure. 
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I.4 Authentication with RSA Token with 

Automation Enabled 
 Authentication at First Login (Only RSA Authentication Used) 

1. Under the Profiles tab of the main window, select the profile and click the Connect button.  

2. In the displayed Username And Password dialog box, enter the username in the Username 
text box, leave the Password text box empty, and click the OK button as shown in the 
following figure. 

 

3. In the displayed Enter your new PIN dialog box, specify the parameters New PIN and 
Confirm and click the OK button, as shown in the following figure. 
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Then the Standalone Array Client will perform authentication automatically and establish the VPN 
tunnel. 

 Authentication at Subsequent Logins (Only RSA Authentication Used) 

At subsequent logins, the end user does not need to set the new PIN code. 

During the RSA authentication, in the Username And Password dialog box, enter the username 
in the Username text box, enter the PIN code in the Password text box, and click the OK button, 
as shown in the following figure. 

 

 Authentication at First Login (Multi-factor Authentication Including RSA) 

This part uses the LocalDB+RSA authentication as an example. 

1. Under the Profiles tab of the main window, select the profile and click the Connect button.  

In the displayed Authenticate Information dialog box, select the LocalDB method name from the 
Login Method pane, specify the parameters Username and Password For LocalDB and click the 
OK button, as shown in the following figure. 
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2. Select the RSA method name from the Login Method pane, specify the parameters 
Username, leave the Password For Radius check box empty, and click the OK button, as 
shown in the following figure. 

 

3. In the displayed Enter your new PIN dialog box, specify the parameters New PIN and 
Confirm, and click the OK button, as shown in the following figure. 
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The Standalone Array Client will perform authentication automatically and establish the VPN 
tunnel. 

 Authentication at Subsequent Logins (Multi-factor Authentication Including RSA) 

At subsequent logins, the end user does not need to set the new PIN code. 

During the RSA authentication, Select the RSA method name from the Login Method pane, enter 
the username in the Username text box, enter the PIN code in the Password for Radius text box, 
and click the OK button, as shown in the following figure. 
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