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M Patch K& 1%, is_known_pipename pR#L1) pipename HAETE AT 54
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1 From-d2bc89f3afel23ee04d237ae8f4511fhes58a27Eff54 - Mon-Sep-17-00:00:00-2001
2 From: -Volker-Len 2
3 Date: -Mon,
4 Subject: - [PZ
5 -inazide

ecke-<vlfsamba.org>

4:.rpc_server3:-Refuse-to.open-pipe-names.with./

ug:-https://bugzilla.samba.org/show_bug.cgi?id=12780

=1 &
[=:]

(51

9 Signed-off-by:-Volker.Lendecke.<vl@samba.org>
10 Reviewed-by:-Jeremy -Rllison.-<jrafzamba.org>
11 Reviewed-hy: -Stefan .-Metzmacher . <metzelfzamba.org>
12 —
13 .- zourced/rpc_server/srv_pipe.c R
14 .1.file-changed, -5-insertions(+)

16 diff---git-a/source3/rpc_server/srv _pipe.c.b/scurce3/rpc_server/srv_pipe.c
17 index-0633b5f. .c3f0cd8 - 100644

18 ——-.a/sourced/rpc_server/srv pipe.c

19 +++-b/source3/rpc_server/srv_pipe.c

20 @@--475,6-+475,11-8@ bool-is_known_pipename (const:char:*pipename, :struct-ndr_syntax id:*syntax)
21 - {

NISTATUS-ztatus:

if. (strchr (pipename, - '/"')} - {
DEBUG (1, : ("Refusing:open:on:pipe.%3\n", -pipename) ) :
return-false:

}

+ o+ + + +

if-(lp_disable spoolss|() -&&-stregual (pipenane, - "spoolss")) - {
DEBUG (10, - ("refusing.spoolss.accessh\n™) )
return-false;
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bool IS_KNOWN_PIPEName consc char “pipename, struct ndr_syntax_id “syntax)

NISTRIUS status;

if (1p_disable spoolss() && strequal (pipename, "spoolss™)) {
DEBUG (10, ("refusing spoolss access\n™));

return fzlse;

}

if (rpc_srv_get pipe interface by cli name (pipename, syntax)) {

return true;

}

status = |emb_probe module ("rpe", pipename)

if (I!NT_STATUS 15 DRISCEcas ] 1l
DEBUG (10, (™is_known pipename: %s unknown'n", pipename));

return fzlse;

}

DEBUG (10, ("is_known pipename: %s loaded dynamicelly‘\n", pipename));

Jit

* Scan the list again for the interface id
*

if (rpc_srv_get pipe interface by cli name(pipename, syntax)) {

return true;

}

DEBUG (10, ("is_known pipename: pipe %s did not register itselflin™,

pipensme) | ;

return false;

} ? end is_known_pipename ?
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—../source3/rpc_server/srv_pipe.c
) "allow dcerpc auth level connect”,
interface_name, context_fns->allow_connect);

/* add to the list of open contexts */
DLIST_ADD{ p-»contexts, context_fns );

return True;

Is a named pipe known?
* @param[in] pipename Just the filename
* @result Do we want to serve this?
* 1"
bool is_known_pipename(const char *pipename, struct ndr_syntax_id *syntax)
{

NTSTATUS status;

1f (1lp_disable spoolss() && strequal(pipename, "spoolss")) {
DEBUG(10, ("refusing spoolss access\n"));
return false;

}

if (rpc_srv_get_pipe_interface by cli_name(pipename, syntax)) {
return true;

1
J

status = smb_probe module("rpc", pipename);

if (INT_STATUS IS OK(status)) {
DEBUG(10, ("is_known_pipename: %s unknown\n", pipename));
return false;

X
DOOSNOUAEWN

1

J
DEBUG(10, ("is_known_pipename: %s loaded dynamically\n“, pipename));

T
/
* Scan the list again for the interface id
* ,/
if (rpc_srv_get_pipe interface by cli_name(pipename, syntax)) {
return true;

OO & WN -

nulti-thre Thread 0x7f662 In: is_known_pipename
(gdb) p pipename
1 = Ox7f062466d96] “/home/toor/cygd7.so"

{(gdb) i

Hrh so RGN < samba_init_module 5 H! £% %%)

samba init module| )

printf(
Bystem(
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